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The Fraunhofer-IGD’s department for
Security Technology is working on the
realization of information assurance and
security services (confidentiality, integrity,
reliability, availability, etc.) and their
integration into information and com-
munication systems. Special interests
are the development of security mech-
anisms and protocols adapted to the
particular requirements of multimedia
communications and co-operation in-
cluding access control, copyright protec-
tion and management for multimedia
data.

Biometrics

There are three possibilities for user au-
thentication:  knowledge, ownership
or biometric features. The knowledge
based identification uses a common se-
cret like a password or a PIN, the authen-
tication via ownership takes place upon
presentation of a specific item, e.g. a
key or a card. The biometric recognition
stands out from this, because it builds
a tighter tie to the person. A biometric
feature like a fingerprint or the picture
of the iris cannot be forgotten, displaced
or passed on.

Digital Watermarks

The increasing availability and the dis-
tribution of multimedia data over the
World Wide Web generates the demand
for security of copyrights onmultimedia
data. This in particular before the back-
ground that by the digital representation
of personal mental creations in the
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Security Technology

sense of the copyright law (UrhG) orig-
inal and copy of a multimedia work
(picture, video, audio etc..) are not dis-
tinguishable. Copies can be provided at
small expenditure, processed and ma-
nipulated further. When technical mea-
sure offers the procedure of the digital
water-marks remedy, which make a not
detectable and durable marking possible
of digital data, with whose assistance an
abuse of in copyright matters protected
data can be uncovered. The depart-
ment for safety technology developed
video and 3D-Daten, which become fair
the requirements like the preservation
of the quality of the marked data and
the robustness of the embedded digital
water-marks in this connection algo-
rithms for different data types such as
audio.

Mobile Security

Mobility and ubiquitous computing are
key technologies of the decade. But
protection of mobile systems is not com-
parable with protection of stationary ar-
chitectures. The mobility aspect implies
a lot of new threats and attacks that
have to be covered in a security con-
cepts and protocols. We focus on secu-
rity solution for portable devices, mobile
software agents, platforms for access to
multimedia data and services, as well as
secure applications for distributed sys-
tems. Security of peer-to-peer systems
and distributed data storages completes
our portfolio.

Information Assurance

Information Assurance guarantees that
an entity obtains required information
in such a way that a well-defined set
of constraints is met. Constraints may
include timeliness, confidentiality, in-
tegrity, and availability as well as ad-
ditional attributes such as authenticity
and non-repudiability. The systems used
for providing the required information
must be capable of providing adequate
mechanisms for reliability, survivability,
and recoverability.

Other Projects

Apart from our main topics there are
several other objects we cope with and
offer various services to check and im-
prove IT Security in enterprises.
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